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Secretary Ross Announces Activation of ZTE Denial Order in Response to
Repeated False Statements to the U.S. Government

Trade and Investment Trade Enforcement

Posted at 945 AM

FOR IMMEDIATE RELEASE
Monday, April 16, 2018
Office of Public Affairs
(202) 482-4883

publiaffairs@docgov
Secretary of Commerce Wilbur L. Ross, Jr. today announced that the U.S. Department of Commerce’s Bureau of Industry and Security (BIS) has

imposed a denial of export privileges against Zhongxing Telecommunications Equipment Corporation, of Shen. £, Cllma‘ ZTE l’prpnretnﬂ I..
and ZTE Kangxun Telecommunications Ltd. of Hi-New Shenzhen, China (“ZTE Kangxun®) (collectively, *ZTE"). " “JJ'J Mz ,.rr
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BIS UPDATE 20]7 CoNFERENCE ON ExrorT CoNTROLS AND PoLICY

Office of
Export Enforcement

ANATOMY OF AN INVESTIGATION

ZTE

& October 3 -5, 2017
J¢ Washington, DC

U.S. DEPARTMENT OF COMMERCE + BUREAU OF INDUSTRY AND SECURITY
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What was really happening

“Report Regarding Comprehensive Reorganization and
Standardization of the Company Export Control Related Matters”
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What was really happening

“Proposal for Import and Export Control Risk Avoidance — YL as
an Example”
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ZTE Corporate Documents

* "[Clurrently our company has on-going projects in all five major embargoed
countries — Iran, Sudan, North Korea, Syria and Cuba. All of these projects depend
on U.S.-procured items to some extent, so export control obstacles have arisen...”
(Report Regarding..., page 2).”

* "At present, the biggest risk is Iran's on-going project(s)...At the end of 2010, our
company signed a four-party project contract with Iran customer(s), adopting semi
cut-off method, i.e., our company provides our self-manufactured equipment to
the customer(s) and our company's cooperating company provides sensitive U.S.
procured items to the customer(s)” (Report Regarding..., page 2).

* "Our company's re-exporting, especially in the Iran project(s), can potentially put
us at risk of being put on the Blacklist by the U.S. If on the Blacklist, our
company may face the risk of losing the supply chain of U.S. products “ (Report
Regarding..., page 2).
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LTE Corporate Documents

¢ "Our company has already sighed many cooperation agreements with the YL [Iran]
Client (YL is one of the countries in the Z Group); and now, these agreements have
all entered the project execution phase. Semi-Detached [Business] Model is the
cooperation model used on these agreements, and the contracts were signed by
four parties (YL Client, ZTE, ZTE YL, and 8S). However, in the actual execution
process, our company did not strictly follow the requirements of the Semi-
Detached [Business] Model during the operation. Instead ZTE directly assumed
the rights and obligations of 8S, and ZTE exported controlled-commaodities directly
to YL ("Proposal for Import..., page 4).”

*  "Our company has many technologies and components that come from suppliers
in the US...Once our company violates the relevant US export control provisions
[the USG] might carry out civil and criminal punishments against US suppliers,
which will lead to increased difficulty for our company to obtain the relevant US
technologies and components later. ("Proposal for Import..." page 2)."
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LTE Corporate Documents

*  "When our company launches business in the countries of the "Z" Group, [we will]
avoid using the names of our company to directly sign contract(s) with client(s)
from the countries of the "Z" Group, our company needs to avoid directly
exporting products and providing services to these clients...Such operating method
is called "Detached [Business] Model ("Proposal for Import..., page 4).”

* "Under the [Completely Detached Business Model]...7S will purchase parts from
the U.S. through Kangxun or on its own, and then, resell [the parts] to 8S; 8S will
export all the project equipment from China to Dubai and deliver to 10S, and 10S
will then reexport the equipment from Dubai to YL and deliver to the YL Client. 9S
can purchase parts from the US outside of China and export the parts to Dubai and
deliver to 10S, and then transfer the parts to YL ("Proposal for Import..., page 5).”

* "The biggest advantage of the Completely Detached [Business] Model is that it is
more effective, [because it is] harder for the US Government to trace it or
investigate the real flow of the controlled commodities; and in formality, our
company is not participating in doing business with the countries of the Z Group
("Proposal for Import..., page 5)."

U.S. DEPARTMENT OF COMMERCE = BUREAU OF INDUSTRY AND SECURITY
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Lesson 1

Don’t lie

* During a series of meetings between on or about August 26, 2014, and at least
on or about January 8, 2016, ZTE represented and stated to BIS special agents
and/or to other federal law enforcement agents and agency officials, that the
company had previously stopped shipments to Iran as of March 2012, and was
no longer violating U.S. export control laws.

* In doing so, ZTE acted through outside counsel who was representing ZTE in
connection with the U.S. Government’s investigation. ZTE’s outside counsel
was unaware that the representations and statements that ZTE had given to
counsel for communication to the U.S. Government were false and misleading.
In addition, and in advance of counsel’s meetings with the U.S. Government,
senior executives or managers at ZTE had reviewed the representations and
statements made by defense counsel on the company’s behalf and approved
them knowing that they were false and misleading.

U.S.DEPARTMENT OF COMMERCE + BUREAU OF INDUSTRY AND SECURITY
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Lesson 1

* Don’t create false/misleading records

* ZTE also took other evasive steps... in connection with its Iran transactions,
including using “Qatar” as code for “Iran” in documents relating to Iranian
transactions, omitting the names of customers from its sales system when
those customers were Iranian, and removing or avoiding the use of its logo
from or on items, boxes, or documents sent to Iran.

U.S.DEPARTMENT OF COMMERCE + BUREAU OF INDUSTRY AND SECURITY
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Lesson 2

* Don’t destroy evidence

* ZTE engaged in an elaborate scheme to prevent disclosure to
and affirmatively mislead the U.S. Government, by deleting
and concealing documents and information from the outside
counsel and forensic accounting firm that ZTE had retained
with regard to the investigation. This scheme included forming
and operating a 13-member “Contract Data Induction Team”
within ZTE between January and March 2016, that destroyed,
removed, or sanitized all materials relating to any transactions
or other activities relating to ZTE’s Iran business that post-
dated March 2012; deleting on a nightly basis all of the team’s
emails to conceal the team’s activities

U.S. DEPARTMENT OF COMMERCE - BUREAU OF INDUSTRY AND SECURITY
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Lesson 3

* Don’t rely on non-disclosure agreements to
cover-up crimes

* ..requiring each of the team members [of the Contract Data
Induction Team] to sign a non-disclosure agreement prohibiting
any disclosure relating to the ZTE transactions and activities
that the team was tasked with hiding, subject to a penalty of 1
million RMB (or approximately $150,000) payable to ZTE if it
determined that a disclosure occurred.

* BUREAU OF INDUSTRY AND SECURITY
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Lesson 4

* Don’t restart your criminal activity during the
investigation

* Despite the views of ZTE’s legal team, in November 2013, following a
meeting of senior managers chaired by its then-CEQ, ZTE made plans
to resume transshipments to Iran. The head of the ZTE Parsian office
in Iran was directed to find an established third party with a history of
selling to Iran that would agree to sign contracts with Iranian entities
directly, enter into a separate contract with ZTE, and then act as
shipper to Iran at a reasonable price to ZTE.

* A committee of ZTE employees was formed to find a willing third
party. This strategy was designed to enable ZTE to have a low profile
in the transactions while resuming its shipments to Iran in violation of
U.S. export control laws, including of the U.S.-origin goods without
which the ZTE equipment could not function as called for under their

Iranian network contracts.
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Lesson 5

* Don’t create a written, approved corporate
strategy to systematically violate the law

* ..aZTE document entitled “Report Regarding Comprehensive Reorganization
and Standardization of the Company Export Control Related Matters” which
had been drafted by ZTE Corporation’s Legal Department, was ratified and
signed by four high-ranking ZTE Corporation executives, including ZTE
Corporation’s CEO, who ratified and signed on or about September 2, 2011.

* The ratified report described the risks of violating U.S. export control laws in
connection with exporting U.S.-origin items to embargoed destinations,
including because ZTE had “many technologies and components that came
from suppliers in the U.S., [and] therefore, when our export or re-export
involves technologies and products of the U.S., they are all monitored and
restricted by the U.S. Government” and require that export or reexport
licenses be sought and obtained from the U.S. Government.
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